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Abstract 
What companies need are employees who have an 
appropriate level of information security awareness 
(ISA). This paper examined ways to increase existing 
ISA knowledge. The core of the work was to investigate 
the possibility of a more sustainable effect of knowledge 
enhancement in relation to ISA through virtual reality 
(VR). For this purpose, VR training and traditional 
video training were compared within a subject study. In 
order to create the most efficient video training possible, 
a qualitative literature research was first conducted on 
the topic of knowledge transfer in general. This was 
followed by the development of didactic guiding 
principles for an optimized learning video. Both 
training courses were then tested. Theoretically, a 
sustainable effect of increasing ISA knowledge through 
VR training has been proven. However, within the scope 
of the subject study, no sustainable increase in ISA 
knowledge can be proven through VR training in 
comparison to video training. Therefore, the didactic 
and immersive possibilities of VR technology need to be 
further explored in follow-up studies. 
1. Introduction  
Numerous surveys and studies have shown that 
most data breaches are caused by oversights or mistakes 
made by employees [3]. Often there is no malicious 
intent behind such mistakes. The employees are simply 
not educated and sensitized enough. For companies, 
employees with a low information security awareness 
(ISA) level are currently one of the greatest risks for 
their own organization [20]. A study from 2019 dealing 
with incidents of data theft or espionage in German 
companies, confirms this argument [3]. Of all the 
companies surveyed, 24% stated that they had been the 
victim of social engineering at least once between 2017 
and 2019 [3]. According to this statistics, social 
engineering attacks are the second most common attack 
method used by hackers [3]. This development shows 
that no matter how strong the number of technological 
defense barriers is, employees who work with these 
technologies remain vulnerable. Therefore, technology 
alone does not protect against information security and 
privacy risks. Employees must be integrated into the 
information security process in order to reduce their 
vulnerability and that of their own organization [20]. 
Properly trained employees are able to adapt to the 
changing risks faster than technological and procedural 
countermeasures [16]. To do so, they need to be 
integrated into the organization’s information security 
concepts [20]. Therefore, implementing and improving 
security awareness programs and ISA trainings is 
important for organizations to ensure that risks are 
mitigated. However, cyber security threats that exploit 
human behavior are becoming more sophisticated, so 
ISA training must not only address new attack methods, 
but also opportunities that improve the quality of ISA 
training [4] [18]. 
This is where the technology of virtual reality (VR) 
comes into play. VR offers a completely new possibility 
of imparting knowledge. For the first time, VR 
technology has made it possible to create a virtual space 
that completely blanks out reality for the user. 
Since more and more experts are developing new 
concepts for sensitizing employees for ISA it is not 
surprising that a very recent paper published by Ulsamer 
et al. [22] deals in detail with the topic of training ISA 
through VR. The authors compare two groups of 
subjects: one group learned ISA compliant behavior 
through a VR learning unit, while the control group only 
completed a text and slide based learning unit. At the 
end, the learning success of the two groups was 
measured and compared. The findings of their study 
were that the subjects learned more effectively via VR. 
Therefore, the question arises: Are VR trainings a more 
efficient way to increase the ISA of employees? In order 
to answering this question, the work of Ulsamer et al. 
[22] will be continued. 
In the following, we begin by defining our six 
research questions. We then summarize related work. In 
doing so, we address four different topics: ISA, social 
engineering, virtual reality as well as cognitivism. The 
next section, "Methodology", describes our overall 
approach to the work. In the section "Thematic structure 





of the video", the ISA topics presented in the two 
learning units are described in more detail. This is 
followed by an explanation of the study procedure in the 
section "Conducting the study". In the related 
subsections, the collected results from the study are 
presented. These collected and presented results will 
then be discussed in the section "Discussion" and our 
research questions will also be answered. Finally, we 
give a brief summary of the work and conclude with an 
outlook and future work.  
2. Research Questions 
Conducting a study on whether VR-based ISA 
training enables a sustainable sensitization for ISA of 
end users is the goal of this research. Therefore, a 
traditional video learning unit was created according to 
didactic multimedia guidelines. The approaches used 
are state of the art for multimedia and will be used 
within the video learning unit. The video content was 
optimized in regard to knowledge transfer in the topic of 
social engineering. The content was predefined since we 
reused the VR training video which already existed at 
our university. Afterwards we conducted a study which 
investigated the following research questions and for 
each of those we will have two hypotheses to consider 
in Section 6.3: 
 
RQ1a. Does the use of video trainings increase the ISA 
of employees? 
 
RQ1b. Is the knowledge acquired through video training 
retrievable over a longer period of time? 
 
RQ2a. Does the use of VR training increase the ISA of 
employees? 
 
RQ2b. Is the knowledge acquired through VR training 
retrievable over a longer period of time? 
 
RQ3a. Does VR training increase the knowledge about 
social engineering as opposed to video training? 
 
RQ3b. Does training through VR have a more 
sustainable learning outcome than training 
through a traditional video? 
3. Related Work 
3.1 Information Security Awareness 
The term ISA can be understood as a person’s 
individual degree of sensitization for a certain topic of 
information security [20]. ISA influences people’s 
behavior, when they are working with information 
technology. This behavior can contribute positively to 
information security if people work in compliance with 
the IS-related guidelines and best practices of a 
company. The awareness of employees can be increased 
with awareness measures. However, in order to 
implement targeted ISA measures in the company, it 
must be understood how ISA is composed [20].  
According to Schütz [20] ISA is a cognitive and 
affective construct i.e., a construct that includes 
cognitive aspects, such as logical and rational thinking, 
but also affective aspects, such as feeling, perceiving 
and acting instinctively. Schütz [20] defines the four 
aspects knowledge/ability, behavioral intention, 
salience and habit. These four aspects and the external 
factor of environmental constraints result in the degree 
of information security-compliant behavior that is 
reflected in the actions of employees. The aspect 
salience defines the attention given to a behavior. In 
addition, the aspect habit describes a behavior that is 
performed so frequently and internalized that it occurs 
automatically in certain situations in the future [23]. 
3.2 Social Engineering 
In the process of this work, two awareness 
measures, both targeting the knowledge aspect, were 
compared. This comparison serves to gain insights into 
how ISA can be influenced via the knowledge aspect in 
relation to the different media, VR and animated video. 
The learning units should educate about social 
engineering in general, show characteristics of a 
phishing email and specifically inform about the main 
topic of pretexting.  
Social engineering describes the targeted 
manipulation of one person by another [15]. The person 
is to be influenced in favor of the social engineer 
without him or her noticing and is to be led to an action 
desired by him or her. The well-being and self-interest 
of the victim plays no role and is ignored [15]. 
Pretexting is also a social engineering method. 
Pretexting is defined as creating an invented scenario to 
get a chosen victim to reveal information or perform an 
action [11]. Pretexting goes beyond making up a lie. In 
some cases, an entirely new identity is created, which is 
then used to manipulate the receipt of information. 
Social engineers pretend to be people who hold certain 
jobs and roles that they themselves have never held [11]. 
A pretexting attack consists of four phases [11]: 
Obtaining information, building trust, exploiting trust, 
and carry out the actual project. Obtaining knowledge is 
used to find out everything there is to know about the 
victim. Afterwards, the social engineers use this 
information to build trust with the victim. This is 
followed by a seemingly harmless request to which the 
Page 7693
victim is supposed to respond. Finally, the social 
engineer has the opportunity to carry out his goal. 
As mentioned at the beginning, the two awareness 
measures that were compared in the context of this paper 
are designed to increase the knowledge aspect.  
3.3. Virtual Reality - A New Way to Learn 
A VR learning environment is a closed, three-
dimensional computer-based learning environment [5] 
The representation of this environment takes place by 
means of so-called VR glasses. These present the three-
dimensional computer-generated environment and hide 
the real world [5]. Therefore, VR technology offers 
learners a virtual classroom in which they can act 
proactively and become part of the learning experience 
themselves. Learners are placed in a situation in which 
they are confronted with a problem and have to learn 
how to deal with this problem interactively. The 
resulting situational handling of the learning object 
offers the possibility to individually design and change 
the VR environment and to influence it through one's 
own actions. Learning from the first-person perspective 
promotes direct authenticity and immediate learning 
experience. Furthermore, tactile and auditory stimuli of 
VR technology create just-in-time feedback that allows 
learners to reflect on their own actions within the VR 
environment and thus induce learning success [5]. 
One of the biggest advantages of VR is the way it 
is presented. VR enables explorative representation 
through image-analogue modelling of the environment. 
This means that VR objects are presented in their real 
size, scope as well as detail, which makes more complex 
representations possible. As an example, it would be 
conceivable to illustrate complex biological processes in 
the body for learners in three dimensions in virtual 
space. The ability to recreate any real situation virtually 
has yet another advantage. In VR, situations can be 
simulated that are too expensive or dangerous in reality 
[5]. 
Two important terms that are often mentioned in 
connection with VR are immersion and presence. 
Immersion describes the extent to which a technology is 
able to present a holistic living illusion of reality [19]. 
Presence, on the other hand, describes a psychological 
state of consciousness. This state is the subjective 
feeling of being present in the virtual world, even 
though one is still physically present in the real 
environment [19]. In the literature, Wirth et al. [25] 
define presence as a two-dimensional construct. This 
construct is composed of the sense of self-location in the 
immersive environment and the recognised 
opportunities for interaction with the environment. 
Presence is said to have a positive influence on the 
transfer of learning from the virtual environment to 
reality. However, Busch et al. [6] found no significant 
correlation between presence and learning transfer in 
their study. Nevertheless, the study shows that the user-
friendliness of the virtual application was rated higher 
by the test persons as presence [6]. 
The comparison of VR-based training with 
traditional education shows certain advantages in terms 
of theoretical knowledge transfer, but especially in the 
practical transfer of skills. Abstract theoretical problems 
can be presented in virtual three-dimensional space to 
support theoretical thinking. Furthermore, practical 
training also benefits from the new technology. By 
providing immersive learning experiences, a wide 
variety of processes can be simulated realistically in a 
cost-effective and safe manner [5]. 
3.4 Cognitivism 
There are different learning theories that describe 
how skills or knowledge are represented in the brain. In 
the history of learning research, there are three major 
directions, so-called paradigms, which provide theories 
on learning [7]. A distinction is made between 
behaviorism, cognitivism and constructivism [17]. 
When creating the animated learning unit, 
cognitivist approaches were used. This is because 
cognitivism attempts to create a basis for explaining 
learning processes and offers approaches for improving 
the process of creating learning units. 
Cognitivism is concerned with how thinking works. 
It attempts to make statements about human memory 
and its ability to store and retrieve knowledge, as well 
as to process information [10]. Cognitivist learning 
theories often include the analogy of human information 
processing and computer information processing. Thus, 
short-term memory is considered comparable to the 
working memory of computers, while long-term 
memory has parallels to a hard drive [11]. Cognitivism 
understands all processing of experiences and sensory 
impressions that result from interaction with the 
environment as processes of learning. These sensory 
impressions and experiences must be filtered, ordered 
and processed [17]. The model of human information 
processing from Gagné and Driscoll [9] describes the 
processes that take place in memory. 
According to the model of Gagné [9], information 
is processed in the brain in a multi-stage process. After 
this process, people themselves become impulse 
generators for the environment. Be it by carrying out 
what they have learned or simply answering a question. 
The reception of sensory stimuli occurs via the 
environment. The brain receives impulses via the 
individual sense organs such as the eyes, ears, sense of 
smell or taste. These are perceived by the sensory 
registration. However, sensory registration holds 
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received information for only a very short time. 
Information is either forgotten at this point or selected 
information is transferred to short-term memory. In the 
short-term memory, a comparison is now made with 
information from the long-term memory. The short-
term memory also has the ability to relate different 
information from the long-term memory to the newly 
acquired impressions [17]. 
The aim of cognitivist learning theories is to 
optimize the design of learning processes [10] [11], 
[17]. Digital media offerings based on cognitivist 
approaches are usually multimedia and learning-
adaptive learning content. Examples of this would be 
learning videos that use visual and auditory elements to 
convey targeted knowledge [17]. 
4. Methodology 
To answer the research questions, four thematic 
steps were defined. The first step was a literature review 
on the basics of learning didactics. Since ISA trainings 
should be compared, the topic of knowledge transfer had 
to be analyzed. Therefore, literature describing the 
learning process in memory was searched for learning 
theory assumptions. Because cognitivist learning 
theories aim to optimize the design of learning 
processes, they were also used within the research. 
Based on this, multimedia guidelines were derived, 
because the learning unit should be an animated video. 
The elements cognitive load, text, image and sound 
were considered in detail and guidelines for a targeted 
didactic usage were uncovered from the literature. 
Finally, the guidelines for a combination of the 
individual elements text, image, and sound were 
evaluated. These derived multimedia guidelines served 
as the basis for the creation of the video in order to 
convey the knowledge as effectively as possible. 
In the second step, the animated learning video was 
created. For this purpose, the pre-existing VR videos 
were analyzed and the knowledge to be covered was 
extracted. The participants should be taught four core 
topics through the learning unit: What is social 
engineering in general, how to recognize a phishing 
email, what is pretexting and how does it work, as well 
as how to protect oneself against pretexting. These four 
topics were structured and prepared. Subsequently, the 
content concept of this video was created with the help 
of the prepared topics. The final creation of the animated 
video was then realized with the tool Vyond [24]. In 
Vyond, we combined the media and multimedia 
guidelines as well as the content concept to create an 
animated learning unit. 
The third step was to design the study and create the 
necessary components to conduct the study. In order to 
find out whether the use of VR training sustainably 
increases the ISA of end users, a quantitative field study 
was conducted. For this purpose, 24 test persons were 
divided into two groups. Each of the groups received a 
one-time presentation of one of the learning units. 
Knowledge was measured before the presentation, 
immediately afterwards and then at intervals of two, 
four and eight weeks. The chosen time period was 
intended to provide information about the retention 
performance of the test persons and to enable a 
comparison of the existing ISA knowledge after 
different time intervals. The knowledge test was carried 
out via surveys created in Limesurvey [14]. There was a 
total of five Limesurvey surveys for each group. The 
content of the surveys was based on the ISA topics 
presented in the learning units. 
In the last step, the results of the surveys were 
checked by means of a distribution test. Within each 
group, the results of the first and second, the second and 
third, the third and fourth, as well as the fourth and fifth 
tests were compared using the paired t-test [8]. In this 
way, insights into the retention performance within each 
group could be gained. The two groups were also 
compared against each other. The goal was to determine 
whether the group that trained via the VR learning unit 
performed better than the group training with a 
conventional learning video. The results of the second 
to fifth tests of the groups were contrasted and again 
compared using the unpaired t-test [8]. The statistical 
tests within each group as well as across groups were 
designed to check for any significant abnormalities. 
These results, obtained from the statistical tests, formed 
the basis for the final discussion. Last but not least, in 
the discussion, the research questions were discussed, 
taking into account all the findings from the four steps, 
in order to give a final answer. 
5. Thematic Structure of The Video 
Since we reused pre-existing VR videos, the 
contents taught had to be identical to those of the VR 
videos provided. At the beginning, the main topic of the 
video was mentioned i.e., hacking. Afterwards, the term 
hacker was briefly explained and then the topic 
transitioned to social engineering. Now there was a 
detailed explanation of social engineering and one of the 
methods of social engineering: Phishing. Therefore, the 
participants were shown the most important 
characteristics of a phishing email and tips on how to 
protect themselves using an example phishing email. 
This concluded the first part of the video. The main part 
of the video dealt with pretexting. Moreover, the 
difference to phishing was explained. Then, a 
presentation of the four stages of pretexting (cf Section 
3.2) followed. The individual contents of the four stages 
were explained to the test persons and presented using a 
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subsequent scenario. The video shows how a hacker can 
steal data from a company by using the method of 
pretexting. During the whole scenario, what the attacker 
does and in which of the four stages they are, was 
explained. Afterwards, possible countermeasures that 
can protect against an attack were explained. In the last 
part of the video, all topics were repeated once again and 
the recommendations for protection against phishing 
and pretexting were listed. 
6. Conducting the Study 
The study was conducted with 24 subjects who 
were divided into two groups. Group one, which will be 
called the non-VR group, was shown the video created 
as a traditional learning unit. The other group, called the 
VR group, was given an environment in a virtual world 
that represented the same content. The presentation of 
the learning units took place once for each participant. 
The test persons were tested a total of five times. The 
five tests for the test persons had to be completed by the 
participants immediately before viewing the learning 
units, immediately afterwards and then at intervals of 
two, four and eight weeks after viewing. This period was 
chosen in order to be able to test the retention 
performance. Moreover, whether the different learning 
units also have different effects on the retention period 
of the recallable knowledge was determined. We have 
to mention, that our institution does not have an 
Institutional Review Board. Therefore, we could not 
receive a favorable ethics opinion. 
The non-VR group received an explanation of the 
study procedure at the beginning. The test persons were 
informed about the questioning intervals and the one-
time viewing of the video. Some participants were 
trained remotely, as presence was not necessary for the 
non-VR group. Participants who could not be physically 
present, received the explanation of the procedure via 
video chat. After the introductory explanation, the test 
persons were informed about the structure of the test 
questionnaire and could clearify any questions. 
Afterwards, the first test to determine the current level 
of knowledge of the test persons and general socio-
demographic data was carried out. The participants were 
informed in the introduction that it was not held against 
them if they were unable to answer any questions during 
the first session. We wanted to enable a direct 
comparison of the knowledge level before and after 
viewing the learning video in order to be able to 
determine the knowledge acquisition. If the test was 
successfully completed, the learning video was 
presented and the person tested again. This was the end 
of the first part and the participants were invited for a 
new test in a fortnight. Therefore, after two, four and 
eight weeks, the participants were provided with the 
survey links with the request to complete the tests. 
The VR group also received an introductory 
explanation of the general procedure of the study. A 
special requirement was that the subjects of the VR 
group had to be physically present for the first part of 
the study. Afterwards, we explained the structure of the 
test questionnaire, as we did with the non-VR group. 
Again, it was noted that not answering the test questions 
in the first run is not held against the participants, as it 
serves to determine the level of knowledge before 
viewing the learning unit. The respondents were also 
given the opportunity to ask questions before starting 
the questionnaire. After completing the first 
questionnaire, the test persons sat down on a chair and 
were familiarized with the use of the HTC Vive Pro VR 
glasses. The HTC Vive Pro was chosen because of its 
precise 360-degree control, headset tracking, realistic 
graphics, directional audio and HD haptic feedback for 
realistic movement and action in the virtual world. 
Likewise, the HTC Vive Pro was already available at the 
institution. After the test persons had familiarized 
themselves with the VR glasses, they were presented 
with the VR learning unit. At the end of the learning 
unit, the subjects were given the second questionnaire. 
In addition to the test questions, this contained questions 
about the VR experience. Like the non-VR group, the 
participants were invited to the follow-up tests in two, 
four and eight weeks. 
6.1. Preparation of the Questionnaires 
The questionnaire for the animated learning unit 
was structured as follows. The first part contains socio-
demographic questions on age, current employment 
situation and data on how often a computer or mobile 
phone is used. In addition, four items ask general 
questions about information security. Two of the items 
ask whether the respondents are confronted with 
information security issues in their private or 
professional lives and how well they know about attacks 
against information security. Each respondent must 
answer these two items. The other two items, which 
relate to information security within the company or 
within the institution, are only answered by those who 
stated either "in an employment relationship" or "full-
time training at an educational institution" in the 
question about their current employment situation. This 
first part is only the subject of processing in the first 
survey. It is no longer included in the following surveys. 
The introductory questions are followed by the actual 
test questions which are shown in Table 1.
 
Page 7696
 Table 1 Point distribution ISA questions 
 
All five questionnaires contain the same ISA test 
questions. Since the animated learning video is 
thematically identical to the VR videos given, the test 
questions were created based on it. The test questions 
consist of nine items and were combined into a second 
group of questions. As seen in Table 1, they deal with 
what has been learned from the video. Two items ask 
general questions about information security awareness 
in relation to social engineering. One item deals with the 
characteristics of a phishing email and the remaining 
items with the main topic of the learning unit, 
pretexting.  
6.2. Study Population and Sampling  
The subjects were not only randomly selected, but 
care was also taken to select subjects from different 
institutions to ensure that the study was as unbiased as 
possible. Test persons were selected from universities as 
well as from the free economy. These were distributed 
evenly in order to have two groups that were balanced. 
It should also be noted that there was no compensation 
for participation, neither monetary nor in any other 
form. The age of the subjects in the non-VR group (N = 
12) ranged from 18 to 65 years. There were no 
participants in the range 36 to 50 years. Of the twelve 
participants in the non-VR group, seven (58.33%) were 
studying or in full-time further education and four 
(33.33%) were in employment. One (8.33%) of the 
participants was not in any of the aforementioned. The 
average non-VR group participant was a student 
between 18 and 25 years old. They used the computer 
several hours a day and their smartphone daily. The 
average participant dealt with information security 
issues in everyday life and was rather familiar with 
information security attacks. Information security has a 
very high priority at the educational institution where 
they were enrolled. The educational institution was also 
very keen to actively promote information security. 
The age of the participants in the VR group (N = 
12) ranged from 18 to 65 years. There were no 
participants in the range of 26 to 50 years. Of the twelve 
participants, six (50%) were studying or in full-time 
further education and five (41.67%) were in 
employment. One (8.33%) of the participants was not in 
any of the aforementioned. The average VR group 
participant was a student between 18 and 25 years old. 
They used the computer three to five times a week and 
their smartphone daily. The average participant did not 
deal with information security issues in everyday life 
and did not know anything about attacks on information 
security. Information security has a rather high priority 
at the educational institution where they were enrolled. 
The educational institution also tended to actively 
promote information security. 
6.3. Research Results and Analysis  
Since the Kolmogorov-Smirnov tests [8] indicated 
that the data were normally distributed, parametric tests 
were applied. To test whether the subjects' test scores 
differed significantly before and after participation in 
the learning unit, the paired t-test was applied within 
each group [8]. The paired t-test was also used to 
compare follow-up tests with their preceding tests in 
order to measure retention over the eight-week period 
[8]. The unpaired t-test enabled a comparison of the two 
scores of the non-VR and VR groups [8]. All tests 
performed were two-sided tests with a significance level 
of p ≤ 0.05. Each result yielded: 
• The significance level p 
• The t-value: t can be negative as well as positive. 
Negative means that mean one is smaller than 
mean two. Positive means the opposite result. 
• The h-value: h indicates whether the null 
hypothesis of equal medians can be rejected. Here 
h = 1 indicates that the null hypothesis of equal 
medians can be rejected and h = 0 that it cannot be 
rejected. 
Question Points 
What do you call the form of hacking in which the point of attack is the human being? 1 P 
Name the four stages of pretexting. 4 P 
Which is one of the best-known social engineering methods? 1 P 
Name three characteristics by which you can recognize a phishing mail. 3 P 
Which of the following sources of information does the hacker mostly use in step one of pretexting? 1,5 P 
In social engineering, the hacker tries to... (Name two) 1,5 P 
How do you protect yourself against pretexting? 3 P 
Which statements do not apply to pretexting? 2 P 
Imagine you were a hacker: What information about the victim would you look for in step one?  3 P 
Total Points 20 P 
Page 7697
In the first run, the participants of the non-VR group 
achieved an average of 7.458 points (σ = 4.191) and in 
the second run, the participants achieved an average of 
16.25 points (σ = 2.073). A significant difference in the 
score within the non-VR group in the first and second 
run of the ISA test could be demonstrated using a paired 
t-test with p ≤ 0.05 (see Table 1). The participants 
achieved a lower score in the first run, as the t-value 
shows (see Table 1). 
Table 2 Results T-Test First and Second Run non-VR Group 
Group Paired T-Test 
Non-VR Group p= 0,00002    h = 1  t = -6,991 
In the third run, the average score obtained was 
16.08 (σ = 1.621), in the fourth run 15.792 (σ = 2.017) 
and in the last test the average score was 15.5 (σ = 
1.784). 
On average, the subjects did not score significantly 
lower in the second and third runs. This was shown by 
the paired t-test with p ≥ 0.05 (see Table 2). The t-value 
shows a slight decrease of the median in the third test. 
Table 3 Results T-Test Second and Third Run non-VR Group 
Group Paired T-Test 
Non-VR Group p= 0,825    h = 0       t = 0,226 
The subjects’ performance also did not change 
significantly from the third to the fourth test. Due to the 
significance level, shown in Table 3, p ≥ 0.05, the null 
hypothesis of equal medians had to be assumed. The t-
value confirms a slight decrease in the median in the 
fourth test. 
Table 4 Results T-Test Third and Fourth Run non-VR Group 
Group Paired T-Test 
Non-VR Group p= 0,478         h = 0      t = 0,736 
The subjects' performance did not change 
significantly in the last test. This is shown by the paired 
t-test with p ≥ 0.05. The t-value again confirms a non-
significant decrease in the median. Both values can be 
seen in Table 4. 
Table 5 Results T-Test Fourth and Fifth Run non-VR Group 
Group Paired T-Test 
Non-VR Group p= 0,576         h = 0      t = 0,577 
 
In the first test, the participants of the VR group 
scored an average of 3.625 points (σ = 1.860). The 
second run resulted in an average score of 15.29 points 
(σ = 1.912). The paired t-test performed, shown in Table 
5, showed p ≤ 0.05. Thus, the null hypothesis of equal 
medians had to be rejected. The participants scored 
lower in the first round, as the t-value shows (see Table 
5).  
Table 6 Results T-Test First and Second Run VR Group 
Group Paired T-Test 
VR-Group p= 1,13e-9    h = 1   t = -18,648 
 
Participants scored an average of 15.375 points (σ 
= 2.123) in the third round, 15.75 (σ = 1.588) points in 
the fourth and 13.833 (σ = 1.863) points in the last 
round. Based on the mean values from test one to four, 
a steady increase in points could be seen. In the last test, 
the subjects' performance fell below the value of the 
second test. 
The second and third runs did not score 
significantly lower. Based on the average score 
achieved in both test results and the t-value in Table 6, 
it can be seen that a slightly higher score was achieved 
in the third test. Table 6 shows the significance level p 
≥ 0.05. Thus, the null hypothesis of equal medians was 
to be accepted. 
Table 7 Results T-Test Second and Third Run VR Group 
Group Paired T-Test 
VR-Group p= 0,897      h = 0      t = -0,133 
 
The same applies to round three and four. Here, too, 
there was no significant difference in the scores. As the 
t-value shows (see Table 7), a higher average score was 
achieved in test four than in run three. The paired t-test 
performed, shown in Table 7, resulted in p ≥ 0.05. This 
meant that the null hypothesis of equal medians was 
accepted. 
Table 8 Results T-Test Third and Fourth Run VR Group 
Group Paired T-Test 
VR-Group p= 0,319    h = 0      t = -1,043 
 
In the last run, there was a significant difference 
compared to the fourth run. A decrease in the median 
can be seen. The paired t-test with p ≥ 0.05 confirms the 
significance. Based on the t-value, it can also be seen 
that a higher average score was achieved in test four. 
The significance level and the t-value are listed in Table 
8. 
Table 9 Results T-Test Fourth and Fifth Run VR Group 
Group Paired T-Test 
VR-Group p= 0,008        h = 1      t = 3,232 
 
Comparing the score differences from test two of 
the non-VR and VR groups, the unpaired t-test 
conducted showed that there is no significant difference 
between the two groups as p ≥ 0.05. The non-VR group 
even scored slightly higher on average, as shown by the 
t-value in Table 9 and the mean scores of the two groups 
above. 
Table 10 Comparison of Results non-VR Group and VR Group 
Second Test 
Group Unpaired T-Test 
Non-VR and VR difference p= 0,252        h = 0       t = 1,178 
 
The score differences between the two groups in 
test three are also not significant. The non-VR group 
again performed better, which is confirmed by the t-
value in Table 10. However, it can be seen that both 
mean values are converging. The null hypothesis of 
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equal medians was accepted by the paired t-test with p 
≥ 0.05. 
Table 11 Comparison of Results non-VR Group vs VR Group Third 
Test 
Varable Unpaired T-Test 
Non-VR and VR difference p= 0,369     h = 0       t = 0,919 
 
Test four showed that both groups now have almost 
identical medians. The null hypothesis of equal medians 
was accepted, as the unpaired t-test again showed p ≥ 
0.05 (see Table 11). The t-value also confirmed the fact 
that the medians of the two groups are almost identical. 
The non-VR group only achieved a minimally higher 
average score. 
Table 12 Comparison of Results non-VR Group vs VR Group Fourth 
Test 
Variable Unpaired T-Test 
Non-VR and VR difference p= 0,956     h = 0       t = 0,0562 
 
The final tests of both groups show in comparison 
that the VR group achieved a lower result, and the 
difference is statistically significant. The unpaired t-test 
showed p ≤ 0.05, which is why the null hypothesis of 
equal medians was rejected. The t-value also confirms 
the fact that the non-VR group achieved a higher result, 
and the difference is statistically significant (but with a 
small effect size). Both values are listed in Table 12. 
Table 13 Comparison of Results non-VR Group vs VR Group Fifth 
Test 
Variable Unpaired T-Test 
Non-VR and VR difference p= 0,036         h = 1       t = 2,239 
 
In conclusion, all tests conducted, and results 
obtained indicate that the null hypothesis must be 
accepted. This means that subjects who were trained by 
a traditional video scored the same or higher in the ISA 
test than subjects who completed the VR training. 
7. Discussion 
Research question RQ1a can be answered in the 
affirmative. This is because the test persons achieved a 
significantly higher result in the second test. The second 
test was conducted after the video training in order to 
measure the increase in knowledge. Therefore, we 
assume that the video learning unit had a significant 
effect on the learning success of the test persons. 
However, the video learning unit was based on the 
didactic guidelines developed during the research 
process, which were compiled from scientific 
recommendations, and were used specifically for 
knowledge transfer. When creating a media learning 
unit, the learning success is strongly dependent on the 
targeted use of the didactic elements [13] [17]. In order 
to ensure the most effective learning possible, it is 
therefore recommended that future video trainings in the 
field of ISA take into account the didactic approaches as 
well as future scientific findings in the creation process. 
The answer to RQ1b is also yes. The test persons were 
able to maintain their performance continuously over 
the duration of five tests. There was no significant drop 
in the achieved score from test to test. Based on this fact, 
it can be assumed that the end users can recall the 
learned ISA knowledge over a longer period of time. 
Research question RQ2a is answered in the 
affirmative. As with the video training, the subjects of 
the VR training also achieved a significantly higher 
score in the second test. Therefore, we assume that the 
VR technology has an influence on the transfer of 
knowledge. With regard to the pre-existing VR videos, 
it should be noted that didactic improvements still need 
to be made in some places that could increase the 
effectiveness of the VR training. One point of criticism 
of the VR training is the sound. At some points, the 
spoken word cannot be understood due to external 
influences such as wind noises. This resulted in 
information loss to the end user. Therefore, we 
recommend following the same procedure as for the 
creation of the animated video training. In order to 
improve the quality of the current VR training, all media 
components of the VR technology and the associated 
didactic concepts should be addressed. If such an 
optimization takes place, the potential can be 
significantly increased and thus also the quality of the 
ISA knowledge to be imparted. A first approach for a 
more effective transfer of learning from virtual to reality 
is offered by Rau et al. [19] with their design principles 
for VR. Their findings should be evaluated and tested 
for effectiveness in follow-up studies. 
Research question RQ2b can also be answered with 
yes. The VR group achieved a slightly better result even 
after the VR training up to the fourth test. Thus, there 
was a continuous increase in recallable knowledge up to 
the fifth test. In answering research question RQ3b, this 
phenomenon will be examined again in more detail. In 
the last test, there was a drop in performance. The 
average score was lower than after the second test. Since 
the ISA knowledge was not refreshed, we expected that 
the performance would drop at a certain point. In 
practice, the accumulated ISA knowledge should be 
regularly refreshed in order to maintain a level of ISA 
that is useful for the organization. In the study 
conducted, it was shown that the first significant drop in 
performance occurred between the fourth and fifth test. 
This means that four weeks after the review of the 
learning unit, a decline in recallable knowledge began. 
Therefore, a first refresher of the ISA topics should take 
place after four weeks. 
To answer research questions RQ3a and RQ3b, the 
findings from Section 6 were used. Research question 
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RQ3a cannot be answered clearly considering the results 
from the statistical tests, because the VR group was able 
to record an average increase in points of 11.665 points 
from the first to the second test. In comparison, the non-
VR group only achieved an average score increase of 
8.792 points. Therefore, it is assumed that the VR 
training leads to a higher increase in knowledge in the 
area of social engineering in contrast to traditional video 
training. What also supports conducting further research 
regarding to RQ3a is the fact that after the second test, 
the average score achieved by the VR group was not 
significantly lower than that of the non-VR group. This 
was observed even though there was a difference in 
prior knowledge of ISA topics between the two groups, 
as the average respondent in each group was very 
different. As mentioned in Section 6.1, the regular 
participant of the non-VR group had a rather good 
knowledge of information security attacks and also dealt 
with information security issues in everyday life. In 
contrast, the regular participant in the VR group had no 
knowledge at all of attacks on information security and 
also had nothing to do with information security issues 
in everyday life. Therefore, the result of the second test 
indicates that the VR training almost completely 
compensated for the lower level of prior knowledge and 
led to an almost identical level of knowledge in the two 
groups. 
For the research question RQ3b, we have to discuss 
several factors. Purely according to the statistical 
results, RQ3b has to be answered in the negative, 
because the non-VR group performed slightly better 
than the VR group in each of the five tests. Even though 
it did not perform significantly better until the fourth 
test. What is striking, however, is the fact that the VR 
group achieved a continuously improved test score from 
the second up to the fourth test. This phenomenon was 
also observed by Ulsamer et al. [22] in their work. 
Ulsamer et al. [22] were also able to demonstrate that 
the VR group achieved a slightly better result in the 
follow-up test. The findings from this work and those of 
Ulsamer et al. [22] speak for a sustainable transfer of 
knowledge through VR training. However, this study 
has not yet been able to prove a generally more 
sustainable learning success for VR training compared 
to conventional video training, which is why RQ3b must 
be answered in the negative. However, it should 
definitely be investigated where the increase in 
performance over time comes from, because this 
development is at odds with the way the visuospatial 
sketchpad of working memory works [1] [2]. The 
storage of the visuo-spatial noteboard is sketchy and 
information is only temporarily stored until it is 
overwritten by new visual information. One conjecture 
to explain this contradictory effect is the combination of 
"doing it yourself" with visual and auditory elements. 
This means that not only the two subsystems, 
phonological loop and visuospatial sketchpad are 
addressed, as in traditional video training, but that a 
more realistic learning scenario is also presented. This 
more realistic learning scenario is made possible by VR 
technology, which can simulate a realistic environment 
[5]. Therefore, more in-depth research should be 
conducted in the area of immersion to find out whether 
the VR factor causes a subsequent increase in 
performance. 
8. Conclusion 
In summary, it can be said that VR training 
definitely causes a sustainable increase of ISA of end 
users. However, in comparison to an optimized video 
training, no advantage in terms of sustainability of 
knowledge acquisition could be proven during this 
research. This may be due to the fact that VR training is 
not yet fully developed, and the didactic potential is not 
fully used. Therefore, in follow-up studies, an 
investigation of the didactic possibilities, including the 
design principles of VR-technology established by Rau 
et al. [19], should be carried out in a new study. Only in 
this way we can show whether optimized VR training 
conveys ISA knowledge more sustainably than 
traditional training. For traditional video training, this 
work presents sustainable guidelines that improve the 
quality of knowledge transfer enormously. Also, 
looking at the processes of how knowledge is processed 
in the brain allows for a better alignment of the media 
used (image, sound and text) with regard to the 
Cognitive Load Theory [21] and the two subsystems of 
working memory (phonological loop and visuospatial 
sketchpad). 
In the future, the following questions should be 
asked to enable a more comprehensive assessment of 
VR technology for ISA training, in practice: 
• Why does ISA knowledge grow over a period? 
• What happens when VR training is didactically 
optimized? 
In addition, in future work, the timing of refreshing 
the imparted knowledge should be investigated. From 
when and how regularly must the topics be presented 
again so that a useful level of ISA is maintained in an 
organization? In the study conducted, it was shown that 
the first significant drop in performance occurred four 
weeks after the learning unit was reviewed. In the 
discussion, it was recommended to repeat the ISA topics 
again four weeks after the VR training. But what about 
advancing time? Does the time interval until knowledge 
decay increase with regular and continuous refreshing, 
because after a certain number of repetitions a transport 
of the ISA knowledge into the long-term memory takes 
place? In order to clarify these questions, further work 
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should specifically investigate how often knowledge has 
to be presented and refreshed until it has passed into 
long-term memory. 
Another point that should be added in the future is 
the implementation of a cost-benefit analysis. This 
enables a holistic view of VR training in practice. 
Moreover, it has to be verified if other ISA topics can 
also benefit from VR trainings. In conclusion, it can be 
said that VR technology will offer real added value for 
companies in the coming years. With further work in 
this area, widespread acceptance and implementation in 
practice are coming closer. 
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